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Introduction: delivering the Digital Decade

Figure 1: Taking stock of progress towards Digital Decade targets set for 2030°

Figure 1 highlights the need to accelerate and deepen the collective efforts,
including through policy measures and investment > in digital technologies,
skills and infrastructures, which are critical geopolitical, societal, economic and
environmental enablers. On this basis, this report includes concrete recommendations

to Member States ahead of the adoption of their national strategic roadmaps and for Basic digital skills

their future adjustments. In its annex, the country specific recommendations are ICT specialists

based on each Member State’s performance and potential to contribute to collective
efforts towards achieving the Digital Decade targets and objectives.

This report also includes the monitoring of the European Declaration on Digital
Rights and Principles for the Digital Decade, which translates the EU’s vision of
digital transformation into principles and commitments 4. With the Declaration, the
EU puts people at the centre of the digital transformation, supporting solidarity and
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Member States to ensure collective progress and the involvement of all
. . : 3 References in this Communication, its annex and accompanying Staff Working Documents that support
stakeholders at European, national, regional and local levels. It is complementary to measures that may amount to State aid are without prejudice to the State-aid assessment.

the European Semester of economic and social policy coordination, as well as to the

4 Furopean Declaration on Digital Rights and Principles for the Digital Decade, OJ C 23, 23.1.2023, p. 1-7. The
Declaration builds on primary EU law, in particular the Treaty on European Union, the Treaty on the Functioning

implementation of the Recovery and Resilience Facility (RRF), which includes a strong of the European Union, the Charter of Fundamental Rights of the European Union, as well as on secondary law
o ) . 0 . , ) and the caselaw of the Court of Justice of the European Union.

digital dimension: currently 26% of the Recovery and Resilience Plans’ total allocation 5 Each Recovery and Resilience Plan has to dedicate at least 20% of the plan’s total allocation to the digital

(EUR 130 billion of EUR 502 billion) is devoted to the digital transformation 5. transformation. To this end, the plans had to specify and justify the digital contribution of each measure, using

the methodology set out in Annex VIl of the RRF Regulation.
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Findings from the Eurobarometer 2023 © on the importance of digital
technology and of common action:

Digital is becoming increasingly important, according to a large majority of
Europeans. 4 out of 5 respondents consider that digital technologies
will be important in their lives by 2030.

To facilitate their daily use of digital technologies, 3 out of 4 Europeans stress
the need for stronger cybersecurity, better connectivity and better
protection of data.

In terms of future actions in their countries, the three top priorities according
to respondents are: protecting users from cyberattacks, improving the
availability of high-speed internet for everyone and everywhere, and
protecting users from disinformation and illegal content.

2022 has witnessed a further acceleration of the key trends affecting EU’s digital
transformation: ever faster technological developments, such as those on generative
Artificial Intelligence (Al), climate change and the associated societal and economic
concerns, a growing demand for high-speed connectivity 7, the rise of internal and external
risks to democracy and EU values, and the multi-polarisation of the global scene against
an intensifying technological race 8 The potential impact of technological change is
significant and will require the EU to be agile and swift in its transformation.

2022 has magnified the importance of geopolitics, against the backdrop of Russia’s
war of aggression against Ukraine, as well as of heightened economic
fragmentation risks in some domains in light of competing strategic interests
and values. Geopolitics has entered resoundingly into people’s and businesses’ everyday
activities with a rise in living costs, a steady and significant increase in the number of
cyberattacks in Europe, and the disruption of products and services supply chains °.

Digital technologies are at the centre of these geopolitical tensions and of an
intensifying technological race, where speed and scale play a critical role to gain and
maintain leading positions in the future global economy . Systemic digital innovations
have the potential to create spill-over effects across economic sectors. This will give a
further edge to established business leaders in the global digital ecosystem, resulting in
significant effects on the EU’s competitiveness, growth, and sovereignty.

9 McKinsey, Taking the pulse of shifting supply chains, 2022.
10 SWD(2023)570 ‘Implementing Digital Decade objectives and the Digital rights and Principles’.

6 Special Eurobarometer 532 “The Digital Decade”, March 2023, hereafter referred to as Eurobarometer 2023.
7 According to Eurostat 2023 data (online data code: ISOC_CI_IFP_FU), in 2022, 84% of individuals in the EU
accessed the internet daily, with a further 5% using it at least once a week.

8 Strategic Foresight report 2021 (COM (2021) 750 final) and 2022 (COM(2022) 289 final).
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Figure 2: Composition of activities by digital area in selected geographical areas (2009-2022)

Source: Calza et al,, “Analytical insights into the global digital ecosystem (DGTES)”, 2023 11

11 Calza, E, Dalla Benetta, A., Kostic, U., Mitton, I., Moraschini, M., Vazquez-Prada Baillet, M., Cardona,
M., Papazoglou, M., Righi, R, Torrecillas Jodar, J., Lopez Cobo, M., Cira, P. and De Prato, G., Analytical
insights into the global digital ecosystem (DGTES), EUR 31538 EN, Publications Office of the
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EU’s position in the global ecosystem, ill
substantially improved. Even more import
revenue in the ICT market has drastically fallen in
21.8% in 2013 to 11.3% in 2022, while US’s share increased from
26.8% to 36%. ' Currently, the EU relies on foreign countries for over
80% of digital products, as well as for services, infrastructures, and
intellectual property. For example, the US and the EU are up to 75-90%
production-dependent on Asia for semiconductors ! 14,

In this context, over the last year, the EU has stepped up action to
re-assert its technological leadership and facilitate digital
transformation while fostering its resilience '°. Building on the
world’s largest integrated market area ®, the EU has boosted action to
address strategic dependencies, notably on critical raw materials,
semiconductors, IT software (cloud and edge software), and cybersecurity
technologies and capabilities 7.

14 In the context of the 2021 Industrial Policy package, the Commission has proposed a methodology to map EU strategic dependent products across sensitive
ecosystemns. Within the digital ecosystems, the latest analysis points to dependencies for laptops, cell phones, and radio broadcast receivers, among others,
which are also subject to single points of failure. For more details see SWD (2021) 352 and Single Market Economics Papers (Working Paper 14, 2023): “An

European Union, Luxembourg, 2023, ISBN 978-92-68-04045-4, doi:10.2760/811932, JRC132991.
See https://publications.jrc.ec.europa.eu/repository/handle/JRC132991

12 ICT global market share by country 2022 | Statista.

13 Center on Regulation in Europe (CERRE), Digital Industrial Policy for Europe, December 2022.

enhanced methodology to monitor the EU’s strategic dependencies and vulnerabilities’.
15 See the Declaration of leaders, meeting of the Head of State and government, Versailles 10/11 March 2022.

16 Communication from the Commission ‘The Single Market at 30°, (COM(2023) 162 final); measured in purchasing power parity, IMF World Economic Outlook.

17 EU strategic dependencies and capacities: second stage of in-depth reviews (SWD (2022) 41 final).
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Key drivers for the digital transformation of Europe in 2022 Recommended poliCies, measures & aCtiOnS

Member States should take the opportunity of the Digital Decade to adopt a whole-
of-government approach to digitalisation efforts, involving stakeholders and
reducing administrative burden. This should be done, in particular, through their
national roadmaps, to consolidate, streamline and coordinate policy action at all
levels of governance, steer investment to accelerate progress towards general

Objectives and targetS, as Well as to Strengthen th@ir inVOlvement in MCPs and in Member States are encouraged to describe in the upcoming national roadmaps and
the preparatory works for setting up EDICs to accelerate delivering new common subsequent adjustments — integrating, where appropriate, regional roadmaps — how
digital projects. the general objectives of the Digital Decade Policy Programme are addressed and

how the process to achieve them is monitored and assessed at national level.

‘ To regain technological leadership and reduce strategic
dependencies, Member States are encouraged to effectively
increase investment in digital R&! across sectors. In particular,
they should seek to achieve the public and private expenditure
target of 3% of GDP #* and invest in critical infrastructures
and technologies as well as in projects of strategic interest for

the EU’s digital sovereignty.

Member States should contribute to planning and coordinating investment and
reforms to deepen the single market, which is essential factor for accelerating an
EU-based digital transformation.

24 (Council Recommendation (EU) 2021/2122 of 26 November 2021 on a Pact for Research and Innovation in Europe, OJ L 431, 2.12.2021, p. 1-8.
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The EU’s Digital Decade is being shaped around the ambition of empowering a more
digitally sovereign, resilient, and competitive EU. In this context, digital infrastructures, in
particular connectivity, are the backbone of the EU’s digital transformation, and the
digitalisation of businesses is essential to nurture strong digital European systems and
increase the EU’s digital capacity and know-how. Progress in these cardinal points % is
essential to foster the rise of European global digital players, who will design tomorrow’s
business models and shape digital technologies and applications that embed European
values and contribute to the EU’s interests.

The following sections monitor progress in relation to these two cardinal points. The
analysis is completed by a monitoring of progress also in relation to the Digital Decade
objectives related to cybersecurity and resilience, taking into account their importance and
relevance with regards to the current context.

3.1 CARDINAL POINT: DIGITAL INFRASTRUCTURES

The Digital Decade Decision sets four targets with regard to digital infrastructures. First,
gigabit coverage should be available for everyone and 5G performant networks in all
populated areas. Second, the EU should produce at least 20% of the world’s cutting-edge
semiconductors. Third, the EU should deploy at least 10 000 climate-neutral, highly secure
edge nodes. Fourth, the EU should equip itself of the first computer with quantum

<3.l.l Target: gigabit and wireless high-speed networks for all>

Eurobarometer 2023: to facilitate their daily use of digital technologies, 3 out of 4
Europeans stress the need for better connectivity, specifically better availability of a high-
speed internet connection (76%) and greater affordability of these connections (75%).

Fixed and mobile connectivity are a prerequisite and an essential enabler for
digital transformation and inclusion, as reflected in the Declaration on Digital
Rights and Principles. The EU is approaching a defining moment where new connectivity
services will rapidly emerge from technological developments and synergies between
terrestrial, space and sea infrastructures. The stakes are high as 5G and 6G-enabled activity
are estimated to generate EUR 3 trillion in growth by 2030 globally 6. Making this a reality
will require a significant effort within a policy mix associating requlatory incentives,
cooperation in MCPs and funding.

At the outset of the Digital Decade, the EU is still far from achieving the Digital
Decade connectivity targets. Fibre networks, which are critical for delivering gigabit
connectivity, only reach 56% of households. While 5G population coverage stands at 81% 7,
the deployment of 5G stand-alone networks is lagging behind. 5G is still falling short in
quality with regards to end-users' expectations and industry needs, as well as in addressing
the divide between rural and urban areas %8. The EU is lagging behind in terms of coverage
compared to the US, where 96% of the population is covered by 5G 2°.

acceleration by 2025.

28 The current KPI for the 5G target does not take into account the quality of service provided under peak-time conditions. A key
challenge is to ensure that the deployed networks respond to future needs, notably supporting key industry sectors and critical
applications that will benefit consumers and businesses in all sectors. To measure Member States readiness to overcome this
challenge, further examination is required to strengthen and broaden the 5G measurement framework. See ((2023) 7500
‘Communication from the Commission establishing the Union-level projected trajectories for the digital targets’

29 ETNO, State of Digital Communications 2023. “5G coverage is approaching 96% in the USA, 95% in South Korea, 90% in
Japan and 86% in China.”

25 The Digital Decade Decision sets out digital targets grouped into four cardinal points, which were first identified in
the Digital Compass Communication (COM/2021/118 final) as key areas for the digital transformation of the Union:
digital skills, digital infrastructures, the digitalisation of businesses, and the digitalisation of public services.

26 McKinsey Global Institute, Connected world: An evolution in connectivity beyond the 5G revolution, 2020.

27 See https.//5gobservatory.eu/observatory-overview/interactive-5g-scoreboard/
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There is also less investment in the EU compared to its key trading partners. Public
investment in the US has recently reached USD 90 billion only in the context of the
Infrastructure Investment and Jobs Act and American Rescue Plan *°. To compare, in the
EU, whilst unprecedented funds have been made available to support progress towards the
2030 connectivity targets, these amount to just over EUR 23 billion in grants available,
under EU Programmes for the 2021-2027 programming period, including around EUR 16
billion under the RRF 3. Moreover, between 2014 and 2021 EUR 53.71 billion of state aid
for broadband had already been approved by or communicated to the Commission. In
terms of total fixed capital investment in fibre and 5G per capita adjusted to GDP, only EUR
104 were invested in the EU against EUR 260 in Japan, EUR 150 in the US and 110 in
China 32. A JRC study on international benchmarking of digital investments presents a
similar picture, finding that private investments (gross fixed capital formation) on
telecommunication equipment by the US’s ICT sector reached EUR 590 bn between 2014
and 2020, representing the double the amount invested by the EU’s ICT sector (EUR 277
bn), and 1.8 times the amount invested by the EU after GDP correction 3.

This situation needs to be analysed also considering the different scale achieved
by operators active in the EU compared with those in the US. While a few European
operators are active across multiple Member States, none of these operators compare to
the scale achieved by operators on the US market, where five operators offer fixed or
mobile networks across the entire country.

Investing in connectivity, including in rural and remote areas, is key to ensuring
equal access to digital opportunities and activities that require increasingly
higher speeds, in line notably with the Declaration on Digital Rights and Principles.
Currently, more than half of rural households (55%) are still not served by any fixed very
high-capacity network despite progress in fibre-to-the-premises deployment; 65.3% of
populated rural areas are not covered by 5G; and 9% of rural households are not yet
covered by any fixed network at all 34.

Building on the European Pillar of Social Rights 3°, those investments need to ensure connectivity
also for vulnerable persons and those at higher risk of exclusion or with less economic power, such
as older persons and persons with disabilities.

The remaining gap between total and rural coverage indicates that more investment is
needed to ensure full gigabit coverage across the whole single market and 5G coverage
of populated areas, thus reducing regional disparities. Reaching the Digital Decade targets
for gigabit connectivity and 5G may require a total investment of up to EUR 148 billion, if fixed and
mobile networks are deployed independently and a “full 5G” - offering European citizens and
businesses the full capabilities that can be offered by 5G mobile networks - is deployed. A further
EUR 26-79 billion in investment may be required to ensure full coverage of transport paths
including roads, railways, and waterways, bringing the required total investment to more than EUR
200 billion ®¢. As 2030 approaches, the more intensive, industrial use of connectivity for internet
4.0 scenarios, and the increasing security requirements, are likely to push the investment needs
even higher. Public funding may be necessary to complement private investment where needed, to
adequately address market failures in compliance with the applicable State aid rules *’. Those
public investments need to ensure connectivity also to be a reality for vulnerable persons and
those at higher risk of exclusion or less economic power such as older persons and persons with
disabilities.

30 See US response at this link.

31 SWD (2023)570 ‘Implementation of the Digital Decade objectives and the Declaration on digital Rights and Principles’,

Annex 5 Delivering the Digital Decade with EU investments. Beyond RRF funding, the estimate of over EUR 23 billion in

grants includes more than EUR 4 billion cohesion policy funding, around EUR 1 billion Horizon2020/Horizon Europe and

around EUR 1 billion CEF funding. Additional funding has been granted in the form of financial instruments (namely, trough

Invest EU and the Connecting Europe Broadband Fund).

32 ETNO, State of Digital Communications 2023, p.31.

33 International benchmarking of investments in Digital Decade thematic areas, JRC, 2023

34 SWD (2023)571 ‘Digital Decade cardinal points: digital skills, digital infrastructures, digitalisation of business and

digitalisation of public services’.

35 Principle 20 on access to essential services states that everyone should have access to digital communications and that
support for access should be available for those in need.

36 See WIK Consult, cit.

37 See in particular the revised Guidelines on State aid for broadband networks, OJ C 36, 31.1.2023, p. 1-42, and GBER
possibilities outlined in Section 2.
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