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Addressing civil security innovation in the EU
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Horizon Europe Cluster 3 “Civil Security for Society”
Work Programme 2026 DRAFT
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32.5 MEUR 13.83 MEUR 56.2 MEUR
5 TOPICS 4 TOPICS 3 TOPICS
9 GRANTS 5 GRANTS 11 to 14 GRANTS

40.67 MEUR 21.33 MEUR 22.67 MEUR
6 TOPICS 3 TOPICS 3 TOPICS
10 GRANTS 5 GRANTS 5 GRANTS

2026 TOTAL BUDGET 187,2 MEUR

Capability-based approach
End-User oriented

Societal dimension
Synergies and market creation
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Civil security for society &

Key priorities/challenges addressed:

e Cluster 3 Work Programme part ‘Civil Security for Society’ provides a research and innovation response to a context of rapidly
changing threats and challenges to internal security, the security of citizens, critical infrastructure and the security of society as
a whole.

e Cluster 3 will support the implementation of the European Commission political guidelines 2024-2029 for a ‘Safer and more
secure Europe’, a ‘Preparedness Union’, with ‘Stronger Common Borders’, protecting democracy and putting research and
innovation at the heart of a resilient economy.

Main horizontal policy priorities addressed:

e Within the framework of the Horizon Europe Strategic Plan 2025-2027, the Cluster 3 expected impacts will focus on the need
for prevention of, preparedness for and resilience to a wide range of threats to internal security, the security of citizens, critical
infrastructure and the security of society as a whole.

e Unlike defence research, civil security research aims to strengthen the ability of EU’s population and of EU society to prevent,
prepare for, and be resilient to a wide range of security threats.

e The war in Ukraine has made all the more pressing the need for civilian protection and resilience supported by civil security
research.

Overall, research under this Cluster should continue to focus on preserving and securing citizens’ basic right to feel safe.
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WP 2026 — General principles

Challenge-driven

v Needs of society, practitioners and relevant entities

v Reflected in 'Expected Impacts'

Obligatory participation of Practitioners (FCT, DRS, BM, INFRA, SSRI)

v Mandatory table to be filled out
v’ Better uptake and higher impact
v Enhanced policy support

v Reduced oversubscription

Increased involvement of civil society

v e.g. as part of consortium

v Via target groups for dissemination bringing thus research closer to the public
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Cluster 3 ‘Civil Security for Society’

Work Programme 2026 calls




Better protect the EU and its
citizens against Crime and
Terrorism (FCT)



FCT - MAIN IMPACTS

e Expected impact of the Horizon Europe Strategic Plan 2025-2027 include:
e “continue developing European practitioners’ capabilities to effectively prevent, detect and

investigate terrorism, organised crime [...]". / FIGHTING \
CRIME AND
e Specific impacts include: TERRORISM
e Modern information analysis for Police Authorities, allowing them to efficiently fight criminals
and terrorists who use novel technologies; v ]
e Improved forensics and lawful evidence collection, increasing the capabilities to apprehend
criminals and terrorists and bring them to the court; Py, ——
e Enhanced prevention, detection and deterrence of societal issues related to various forms of @
crime, including cybercrime, and terrorism, such as violent radicalisation, as well as domestic . //
sexual violence, and gender-based violence, with a particular emphasis on protecting R 2
populations in a vulnerable situation and victims at increased risk of violence, including those e’ ?:
affected by child sexual abuse and juvenile delinquency; \\ j

e Increased security of citizens against terrorism, including in public spaces (while preserving
their quality and openness);

e Improved intelligence picture and enhanced prevention, detection and deterrence of various
forms of organised crime;

e More secure cyberspace for citizens, especially children and elderly people, through a robust
prevention, detection, and protection from cybercriminal activities.
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Type of Action and TRL

2026-01-FCT-01 Improving capabilities of law enforcement to counter climate-related 8 4 RIA 5
challenges

Open topic on preventing and countering the misuse of emerging

2026-01-FCT-02 . . . S 9 4.5 RIAS5
technologies for criminal purposes, including issues related to lawful access
to data
2026-01-FCT-03 Missing persons: prevention and investigation 5 5 IA 6-8
2026-01-FCT-04 Crime prevention approaches, opllpe and off-l_lne, tackling the nexus between 6 3 RIAS
addictions and crime
2026-01-FCT-05 Enhancing the security of citizens against terrorism and lone-actor violence in 9.67 4.835 IA 6-8
confined spaces such as schools
2026-01-ECT-06 Prevention and mitigation of misuse of synthetic biology for bioterrorism 3 3 RIA 4-5

purposes
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Effective management of EU
external borders (BM)



BM

MAIN IMPACTS

Expected impact of the Horizon Europe Strategic Plan 2025-2027 include:
e “facilitating legitimate movement of passengers and goods into the EU, while preventing illicit

acts.”

Specific impacts include:

e explore and develop future capabilities for European users in the areas of border
management, customs and supply chain security, and civilian maritime security, in particular
in the capability areas of:

border surveillance;

facilitating travel and legitimate trade;

assessing and managing risk;

strengthening the Schengen area without introducing internal border controls;
maritime, aviation, land transport, cargo and customs security;

supply chain resilience;

detecting and identifying threats;

interoperability and cybersecurity of EU information systems and equipment;
safeguarding and promoting fundamental rights in the context of border management.
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Type of Action and

TRL

2026-01-BM-01 Advanced border surveillance and situational awareness 12 6 IA 6-7

2026-01-BM-02 Accessible and available travel facilitation 8 4 A 6-7

Reliability of age assessment methods in the context of security

2026-01-BM-03 and border management

1.33 1.33 CSA
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Resilient Infrastructure
(INFRA)



INFRA — MAIN IMPACTS

e Expected impact of the Horizon Europe Strategic Plan 2025-2027:

“resilience of large-scale interconnected systems’ infrastructures and the bodies
that operate them in case of complex attacks, pandemics, natural and human-
made disasters, or the impacts of climate change”.

e Specific impacts include:

physical and/or digital aspects of critical entities safety and security are
considerably improved, while dependencies on non-European technologies,
services, and resources are significantly reduced;

new and upgraded systems support the interoperability enabling rapid response
and recovery from complex security incidents without significant human
involvement, and situational awareness and information sharing functionalities
are available, especially where emergency responders’ intervention is required,;

security-by-design, preparedness-by-design and where relevant circularity-by-
design are default features of both newly created and upgraded infrastructure;

urban, peri urban areas are more resilient through technological, organisational,
and social innovations, and deepened public involvement;

European citizens awareness and reaction capabilities in case of critical
infrastructure disruption is considerably raised.
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Type of Action and

TRL

Tools and processes to support stress tests of critical

2026-01-INFRA-01 : 9.67 4.835 IA 6-7
infrastructure
2026-01-INFRA-02 Security challenges of the green transition in urban und peri 4 4 RIAS
urban areas
Targeted innovative capabilities for the resilience of critical
2026-01-INFRA-03  entities to natural and human-induced disasters, including hybrid 9 4.5 IA 6-7

scenarios
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Disaster-Resilient Society for
Europe (DRS)



DRS — MAIN IMPACTS

Expected impact of the Horizon Europe Strategic Plan 2025-2027:

“Reducing losses from natural, accidental and human-made disasters”.

Specific impacts include:

Enhanced citizen and regional and/or local authorities' involvement in research
actions, and in operational measures that may result from research, with focus on
risk awareness and enhanced disaster prevention and preparedness, adapted to all
types of disability (sensorial, physical, intellectual), including youth awareness
raising and education;

Improved disaster risk governance (from prevention, preparedness to mitigation,
response, deployment of countermeasures and recovery, using updated risk
assessment methods and decision criteria, and including knowledge transfer and
awareness of innovative solutions) from international to regional and/or local levels;

Strengthened capacities of disaster management systems for preventing, preparing
for and responding to natural and human-made disasters in the spirit of Decision
No 1313/2013/EU including development of new prevention or preparedness
technologies, infrastructures or assets as well as in support of field operations with
validation of tools and technologies used in disaster responses including
emergencies, and demonstration of their interoperability.

DISASTER
RESILIENT
SOCIETIES
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Topic

Type of Action and
TRL

2026-01-DRS-01

2026-01-DRS-02

2026-01-DRS-03

2026-01-DRS-04

2026-01-DRS-05

Designing new ways of risk awareness and enhanced disaster
preparedness

Multi-hazard approach and cumulative / cascading impacts

Development of innovative tools, processes, equipment and
technologies through responses to disasters and emergencies for
search and rescue in hazardous conditions

Open topic on driving innovation uptake of disaster risk solutions

Climate security and civil preparedness — new ways to develop
pre- and post-crisis climate-change related scenarios for a more
resilient Europe

4.5

4.5

RIA S5

A6

IA7-8

1A 8

IA7-8
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Strengthened Security
Research and Innovation
(SSRI)



SSRI = MAIN IMPACTS

Expected impact of the Horizon Europe Strategic Plan 2025-2027:

“support with cross-cutting actions the expected impacts outlined above [in the Cluster 3 Destinations].
This destination will increase the impact of the work carried out in the EU security Research and
Innovation (R&I) ecosystem and contribute to its core values, namely:

a focus on the potential and practical final use of the outcomes of security R&l;
forward-looking planning of EU security capabilities;

the development of security technologies that are socially acceptable, developed in quadruple helix
and that have added value for industrialisation, joint procurement, commercialisation, and the
acquisition and deployment of successful R&l outcomes;

safeguarding the EU’s open strategic autonomy and technological sovereignty in critical security
areas by contributing to a more competitive and resilient EU civil security technology and industrial
base;

experimenting with research and innovation programming; and
helping to make the European R&I ecosystem more consistent”.

Specific impacts include:

A more effective and efficient evidence and knowledge-based development of EU civil security capabilities
built on a stronger, more systematic and analysis-intensive security research and innovation cycle;

Increased cooperation between demand and supply market actors, including with actors from other
domains, fosters swift industrialisation, commercialisation, adoption and deployment of successful
outcomes of security research and reinforces the competitiveness and resilience of EU security technology
and industrial base and safeguards the security of supply of EU-products in critical security areas;

R&l-enabled knowledge and value in cross-cutting matters reduces sector specific bias and breaks
thematic silos that impede the proliferation of common security solutions.

GTRENGTHENED
SECURITY R&l
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: MEUR per Type of Action and
-

2026-01-SSRI-01 Open topic on supporting disruptive technological innovations for 3 1.5 RIA 4-5
civil security

2026-01-SSRI-02 Demand-led innovation in security 5.83 5.83 PCP 6-8

2026-01-SSRI-03 Public procurement of innovation for security 2 2 PPI

Development of ecosystem and next-generation capabilities for a
secured European Critical Communication System in civil
security

2026-01-SSRI-04 3 3 |A 6-8
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Cybersecurity



CS- MAIN IMPACTS

e Expected impact of the Horizon Europe Strategic Plan 2025-2027:

e ‘“Increased cybersecurity and a more secure online environment by

developing and using effectively EU and Member States’ capabilities in CYBERSECURITY
digital technologies supporting protection of data and networks aspiring
to technological sovereignty in this field, while respecting privacy and
other fundamental rights; this should contribute to secure services,

processes and products, as well as to robust digital infrastructures
capable to resist and counter cyber-attacks and hybrid threats”. Qe

i
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Type of Action and

TRL

HORIZON-CL3-2026-
02-CS-ECCC-01

HORIZON-CL3-2026-
02-CS-ECCC-02

HORIZON-CL3-2026-
02-CS-ECCC-03

Approaches and tools for security in software and hardware

development and assessment 20 3-4
Enhancing the Security, Privacy and Robustness of Al Models
21.2 3-4
and Systems (SecureAl)
Advanced cryptographic schemes and High-Assurance high- 15 2.3

speed cryptographic implementations

RIA

A4

RIA
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https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/support/ncp?order=ASC&pageNumber=0&pageSize=50&countries=20000832,20000839,20000841,20000911,20000871,20000872,20000875,20000880,20000885,20000890,20000873,20000902,20000913,20000915,20000922,20000946,20000944,20000945,20000960,20000973,20000986,20000990,20000994,20001005,20001004,20000883,20001001

Some tips for prospective proposers

v'Seek assistance from National Contact Points

v'Check carefully (including additional!) admissibility and eligibility conditions

v'Read carefully the topic description ("scope",
the expectations?

expected impact") — will your proposal match

v'Fill in the proposal templates following the instructions

v'Fill in properly mandatory annexes!

v'Address thoroughly the selection and award criteria
v'Respect the page limits

v'Clearly describe what you will achieve and how you will do it

v'Choose your consortium based on your project needs (e.g. no duplications or partners without
clear responsibilities,...)
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https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/support/ncp?order=ASC&pageNumber=0&pageSize=50

Research Enquiry Service

For questions about research and Horizon Europe, the official channel that you
should use is the Research Enquiry Service via the following webform:

Research Enquiry Service (europa.eu)



https://research-and-innovation.ec.europa.eu/contact-us/research-enquiry-service_en

More Information and resources

Horizon Europe Cluster 3 “Civil Security

for Society”

EU Funding & Tenders Portal

Annual Security Research Event

National Contact points for EU security

research
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@EUHomeAffairs
#EUSecurityResearch #SecureSocieties

EUHomeAffairs

Enhancing security through R&l

SWD(2021)422

Frontex on EU research

Eu-LISA on EU research

EU Innovation Hub for Internal Security

EU Innovation and security research

RED) BED BED) G20 G2 G20

Community for European Research
and Innovation for Security (CERIS)
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https://twitter.com/EUHomeAffairs
https://www.youtube.com/@EUHomeAffairs/streams
https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe/cluster-3-civil-security-society_en
https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe/cluster-3-civil-security-society_en
https://security-research-event.ec.europa.eu/index_en
https://home-affairs.ec.europa.eu/networks/ceris-community-european-research-and-innovation-security_en
https://home-affairs.ec.europa.eu/networks/ceris-community-european-research-and-innovation-security_en
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/support/ncp
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/support/ncp
https://home-affairs.ec.europa.eu/policies/internal-security/innovation-and-security-research_en
https://www.frontex.europa.eu/innovation/eu-research/introduction/
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/home
https://www.eulisa.europa.eu/Newsroom/News/Pages/eu-LISA-and-the-Commission-strengthen-collaboration-in-research-innovation.aspx
https://home-affairs.ec.europa.eu/system/files/2021-12/SWD-2021-422_en.PDF
https://home-affairs.ec.europa.eu/system/files/2021-12/SWD-2021-422_en.PDF
https://www.europol.europa.eu/operations-services-innovation/innovation-lab/eu-innovation-hub-for-internal-security
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